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(a) From subsection (c)(3) (Accounting for 
Disclosures) because release of the account-
ing of disclosures could alert the subject of 
an investigation of an actual or potential 
criminal, civil, or regulatory violation to the 
existence of the investigation, and reveal in-
vestigative interest on the part of DHS as 
well as the recipient agency. Disclosure of 
the accounting would therefore present a se-
rious impediment to law enforcement efforts 
and/or efforts to preserve national security. 
Disclosure of the accounting would also per-
mit the individual who is the subject of a 
record to impede the investigation, to tam-
per with witnesses or evidence, and to avoid 
detection or apprehension, which would un-
dermine the entire investigative process. 

(b) From subsection (d) (Access to Records) 
because access to the records contained in 
this system of records could inform the sub-
ject of an investigation of an actual or po-
tential criminal, civil, or regulatory viola-
tion, to the existence of the investigation, 
and reveal investigative interest on the part 
of DHS or another agency. Access to the 
records could permit the individual who is 
the subject of a record to impede the inves-
tigation, to tamper with witnesses or evi-
dence, and to avoid detection or apprehen-
sion. Amendment of the records could inter-
fere with ongoing investigations and law en-
forcement activities and would impose an 
impossible administrative burden by requir-
ing investigations to be continuously re-
investigated. In addition, permitting access 
and amendment to such information could 
disclose security-sensitive information that 
could be detrimental to homeland security. 

(c) From subsection (e)(1) (Relevancy and 
Necessity of Information) because in the 
course of investigations into potential viola-
tions of Federal law, the accuracy of infor-
mation obtained or introduced occasionally 
may be unclear or the information may not 
be strictly relevant or necessary to a specific 
investigation. In the interests of effective 
law enforcement, it is appropriate to retain 
all information that may aid in establishing 
patterns of unlawful activity. 

(d) From subsections (e)(4)(G), (e)(4)(H), 
and (e)(4)(I) (Agency Requirements), and (f) 
(Agency Rules) because portions of this sys-
tem are exempt from the individual access 
provisions of subsection (d) for the reasons 
noted above, and therefore DHS is not re-
quired to establish requirements, rules, or 
procedures with respect to such access. Pro-
viding notice to individuals with respect to 
existence of records pertaining to them in 
the system of records or otherwise setting up 
procedures pursuant to which individuals 
may access and view records pertaining to 
themselves in the system would undermine 
investigative efforts and reveal the identi-

ties of witnesses, and potential witnesses, 
and confidential informants. 

[71 FR 20523, Apr. 21, 2006] 

EDITORIAL NOTE: For FEDERAL REGISTER ci-
tations affecting appendix C to part 5, see 
the List of CFR Sections Affected, which ap-
pears in the Finding Aids section of the 
printed volume and on GPO Access. 
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AUTHORITY: 5 U.S.C. 301; Pub. L. 107–296, 116 
Stat. 2135 (6 U.S.C. 101); E.O. 12958, 60 FR 
19825, 3 CFR, 1995 Comp., p. 333; E.O. 13142, 64 
FR 66089, 3 CFR, 1999 Comp., p. 236; 32 CFR 
part 2001. 

SOURCE: 70 FR 61213, Oct. 21, 2005, unless 
otherwise noted. 

§ 7.1 Purpose. 
The purpose of this part is to ensure 

that information within the Depart-
ment of Homeland Security (DHS) re-
lating to the national security is clas-
sified, safeguarded, and declassified 
pursuant to the provisions of Executive 
Order 12958, as amended, and imple-
menting directives from the Informa-
tion Security Oversight Office (ISOO) 
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of the National Archives and Records 
Administration (NARA). 

§ 7.2 Scope. 
(a) This part applies to all employ-

ees, detailees and non-contractor per-
sonnel outside the Executive Branch 
who are granted access to classified in-
formation by the DHS, in accordance 
with the standards in Executive Order 
12958, as amended, and its imple-
menting directives. 

(b) This part does not apply to con-
tractors, grantees and other categories 
of personnel falling under the purview 
of Executive Order 12829, National In-
dustrial Security Program, and its im-
plementing directives. 

(c) This part is independent of and 
does not affect any classification pro-
cedures or requirements of the Atomic 
Energy Act of 1954, as amended (42 
U.S.C. 2011 et seq).

(d) This part does not, and is not in-
tended to, create any right to judicial 
review, or any other right or benefit or 
trust responsibility, substantive or 
procedural, enforceable by a party 
against the United States, its agencies 
or instrumentalities, its officers or em-
ployees, or any other person. This part 
creates limited rights to administra-
tive review of decisions. This part does 
not, and is not intended to, create any 
right to judicial review of administra-
tive action. 

§ 7.3 Definitions. 
The terms defined or used in Execu-

tive Order 12958, as amended, and the 
implementing directives in 32 CFR 
parts 2001 and 2004, are applicable to 
this part. 

Subpart A—Administration 
§ 7.10 Authority of the Chief Security 

Officer, Office of Security. 
(a) The DHS Chief Security Officer 

(hereafter ‘‘Chief Security Officer’’) is 
designated as the Senior Agency Offi-
cial as required by section 5.4(d) of Ex-
ecutive Order 12958, as amended, and, 
except as specifically provided else-
where in this part, is authorized to ad-
minister the DHS Classified National 
Security Information program pursu-
ant to Executive Order 12958, as amend-
ed.

(b) The Chief Security Officer shall, 
among other actions: 

(1) Oversee and administer the DHS’s 
program established under Executive 
Order 12958, as amended; 

(2) Promulgate implementing regula-
tions;

(3) Establish and maintain Depart-
ment-wide security education and 
training programs; 

(4) Establish and maintain an ongo-
ing self-inspection program including 
the periodic review and assessment of 
the DHS’s classified product; 

(5) Establish procedures to prevent 
unnecessary access to classified infor-
mation, including procedures that: 

(i) Require that a need for access to 
classified information is established 
before initiating administrative proce-
dures to grant access; and 

(ii) Ensure that the number of per-
sons granted access to classified infor-
mation is limited to the minimum nec-
essary for operational and security re-
quirements and needs; 

(6) Develop special contingency plans 
for the safeguarding of classified infor-
mation used in or near hostile or po-
tentially hostile areas; 

(7) Coordinate with the DHS Chief 
Human Capital Officer, as appropriate 
to ensure that the performance con-
tract or other system used to rate per-
sonnel performance includes the man-
agement of classified information as a 
critical element or item to be evalu-
ated in the rating of: 

(i) Original classification authorities; 
(ii) Security managers or security 

specialists; and 
(iii) All other personnel whose duties 

significantly involve the creation or 
handling of classified information; 

(8) Account for the costs associated 
with implementing this part and report 
the cost to the Director of ISOO; 

(9) Assign in a prompt manner per-
sonnel to respond to any request, ap-
peal, challenge, complaint, or sugges-
tion concerning Executive Order 12958, 
as amended, that pertains to classified 
information that originated in a DHS 
component that no longer exists and 
for which there is no clear successor in 
function;

(10) Report violations, take correc-
tive measures and assess appropriate 
sanctions as warranted, in accordance 
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with Executive Order 12958, as amend-
ed;

(11) Overseeing DHS participation in 
special access programs authorized 
under Executive Order 12958, as amend-
ed;

(12) Direct and administer DHS’s per-
sonnel security program in accordance 
with Executive Order 12968 and other 
applicable law; 

(13) Direct and administer DHS im-
plementation and compliance with the 
National Industrial Security Program 
in accordance with Executive Order 
12829 and other applicable guidance; 
and

(14) Perform any other duties as the 
Secretary may designate. 

(c) The Chief Security Officer shall 
maintain a current list of all officials 
authorized pursuant to this part to 
originally classify or declassify docu-
ments.

§ 7.11 Components’ responsibilities. 

Each DHS component shall appoint a 
security officer or security liaison to 
implement this part. the security offi-
cer/security liaison shall: 

(a) Implement, observe, and enforce 
security regulations or procedures 
within their component with respect to 
the classification, declassification, 
safeguarding, handling, and storage of 
classified national security informa-
tion;

(b) Report violations of the provi-
sions of this regulation to the Chief Se-
curity Officer committed by employees 
of their component, as required; 

(c) Ensure that employees of their 
component acquire adequate security 
education and training, as required by 
the DHS classified information secu-
rity procedures; 

(d) Continuously review the require-
ments for personnel access to classified 
information as a part of the continuous 
need-to-know evaluation, and initiate 
action to administratively withdraw or 
reduce the level of access authorized, 
as appropriate; and 

(e) Cooperate fully with any request 
from the Chief Security Officer for as-
sistance in the implementation of this 
part.

§ 7.12 Violations of classified informa-
tion requirements. 

(a) Any person who suspects or has 
knowledge of a violation of this part, 
including the known or suspected loss 
or compromise of classified informa-
tion, shall promptly report such viola-
tions or possible violations, pursuant 
to requirements set forth in DHS direc-
tives.

(b) DHS employees and detailees may 
be reprimanded, suspended without 
pay, terminated from classification au-
thority, suspended from or denied ac-
cess to classified information, or sub-
ject to other sanctions in accordance 
with applicable law and DHS regula-
tions or directives if they: 

(1) Knowingly, willfully, or neg-
ligently disclose to unauthorized per-
sons information properly classified 
under Executive Order 12958, as amend-
ed, or its predecessor orders; 

(2) Knowingly, willfully, or neg-
ligently classify or continue the classi-
fication of information in violation of 
Executive Order 12958, as amended, or 
its implementing directives; or 

(3) Knowingly, willfully, or neg-
ligently violate any other provision of 
Executive Order 12958, as amended, or 
DHS implementing directives, or; 

(4) Knowingly, willfully, or neg-
ligently grant eligibility for, or allow 
access to, classified information in vio-
lation of Executive Order 12958, or its 
implementing directives, this part, or 
DHS implementing directives promul-
gated by the Chief Security Officer. 

§ 7.13 Judicial proceedings. 

(a) Any DHS official or organization 
receiving an order or subpoena from a 
Federal or State court, or an adminis-
trative subpoena from a Federal agen-
cy, to produce classified information 
(see 6 CFR 5.41 through 5.49), required 
to submit classified information for of-
ficial DHS litigative purposes, or re-
ceiving classified information from an-
other organization for production of 
such in litigation, shall notify the Of-
fice of the General Counsel, unless the 
demand for production is made by the 
Office of the General Counsel, and im-
mediately determine from the agency 
originating the classified information 
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whether the information can be declas-
sified. If declassification is not pos-
sible, DHS representatives will take 
appropriate action to protect such in-
formation, pursuant to the provisions 
of this section. 

(b) If a determination is made to 
produce classified information in a ju-
dicial proceeding in any manner, the 
DHS General Counsel attorney, in con-
junction with the Department of Jus-
tice, shall take appropriate steps to 
protect classified information in judi-
cial proceedings and retrieve the infor-
mation when the information is no 
longer required in such judicial pro-
ceedings, in accordance with the De-
partment of Justice procedures, and in 
Federal criminal cases, pursuant to the 
requirements of Classified Information 
Procedures Act (CIPA), Public Law 96– 
456, 94 Stat. 2025, (18 U.S.C. App.), and 
the ‘‘Security Procedures Established 
Pursuant to Public Law 96–456, 94 Stat. 
2025, by the Chief Justice of the United 
States for the Protection of Classified 
Information,’’ and other applicable au-
thorities.

Subpart B—Classified Information 
§ 7.20 Classification and declassifica-

tion authority. 
(a) Top Secret original classification 

authority may only be exercised by the 
Secretary of Homeland Security and by 
officials to whom such authority is del-
egated in writing by the Secretary. The 
Chief Security Officer, as the Senior 
Agency Official, is delegated authority 
to originally classify information up to 
and including Top Secret. No official 
who is delegated Top Secret original 
classification authority by the Sec-
retary may further delegate such au-
thority.

(b) The Chief Security Officer may 
delegate Secret and Confidential origi-
nal classification authority to other of-
ficials determined to have frequent 
need to exercise such authority. No of-
ficial who is delegated original classi-
fication authority by the Secretary or 
the Chief Security Officer may further 
delegate such authority. 

(c) Officials authorized to classify in-
formation at a specified level are also 
authorized to classify information at a 
lower level. In the absence of an offi-

cial authorized to exercise classifica-
tion authority, the person designated 
to act in lieu of such official may exer-
cise the official’s classification author-
ity.

§ 7.21 Classification of information, 
limitations.

(a) Information may be originally 
classified only if all of the following 
standards are met: 

(1) An original classification author-
ity is classifying the information; 

(2) The information is owned by, pro-
duced by or for, or is under the control 
of the United States Government; 

(3) The information falls within one 
or more of the categories of informa-
tion specified in section 1.4 of Execu-
tive Order 12958, as amended; and 

(4) The original classification author-
ity determines that the unauthorized 
disclosure of the information reason-
ably could be expected to result in 
damage to the national security and 
such official is able to identify or de-
scribe the damage. 

(b) Information shall be classified as 
Top Secret, Secret, or Confidential in 
accordance with and in compliance 
with the standards and criteria in Ex-
ecutive Order 12958, as amended. No 
other terms shall be used to identify 
United States classified information 
except as otherwise provided by stat-
ute.

(c) Information shall not be classified 
in order to: 

(1) Conceal inefficiency, violations of 
law, or administrative error; 

(2) Prevent embarrassment to a per-
son, organization, or agency; 

(3) Restrain competition; 
(4) Prevent or delay release of infor-

mation that does not require protec-
tion in the interest of national secu-
rity.

(d) Information may be reclassified 
after it has been declassified and re-
leased to the public under proper au-
thority only in accordance with the 
following conditions: 

(1) The reclassification action is 
taken under the personal authority and 
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with the written approval of the Sec-
retary or Deputy Secretary of Home-
land Security, based on the determina-
tion that the reclassification of the in-
formation is necessary in the interest 
of the national security; 

(2) The reclassification of the infor-
mation meets the standards and cri-
teria for classification pursuant to Ex-
ecutive Order 12958, as amended; 

(3) The information may be reason-
ably recovered; and 

(4) The reclassification action is re-
ported promptly to the Director of 
ISOO.

(e) Information that has not pre-
viously been disclosed to the public 
under proper authority may be classi-
fied or reclassified after DHS has re-
ceived a request for it under the Free-
dom of Information Act (5 U.S.C. 552), 
the Privacy Act of 1974 (5 U.S.C. 552a), 
or the mandatory review provisions of 
Executive Order 12958, as amended, sec-
tion 3.5. When it is necessary to clas-
sify or reclassify such information, it 
shall be forwarded to the Chief Secu-
rity Officer and classified or reclassi-
fied only at the direction of the Sec-
retary or Deputy Secretary of Home-
land Security. 

§ 7.22 Classification pending review. 
(a) Whenever persons who do not 

have original classification authority 
originate or develop information that 
they believe requires immediate classi-
fication and safeguarding, and no au-
thorized classifier is available, that 
person shall: 

(1) Safeguard the information in a 
manner appropriate for the classifica-
tion level they believe it to be; 

(2) Apply the appropriate overall 
classification markings; and 

(3) Within five working days, se-
curely transmit the information to the 
organization that has appropriate sub-
ject matter interest and classification 
authority.

(b) When it is not clear which compo-
nent would be the appropriate original 
classifier, the information shall be sent 
to the Chief Security Officer to deter-
mine the appropriate organization. 

(c) The organization with classifica-
tion authority shall decide within 30 
days whether to classify the informa-
tion.

§ 7.23 Emergency release of classified 
information.

(a) The Secretary of Homeland Secu-
rity has delegated to certain DHS em-
ployees the authority to disclose clas-
sified information to an individual or 
individuals not otherwise routinely eli-
gible for access in emergency situa-
tions when there is an imminent threat 
to life or in defense of the homeland. 

(b) In exercising this authority, the 
delegees shall adhere to the following 
conditions:

(1) Limit the amount of classified in-
formation disclosed to a minimum to 
achieve the intended purpose; 

(2) Limit the number of individuals 
who receive it to only those persons 
with a specific need-to-know; 

(3) Transmit the classified informa-
tion through approved communication 
channels by the most secure and expe-
ditious method possible, or by other 
means deemed necessary in exigent cir-
cumstances;

(4) Provide instructions about what 
specific information is classified and 
how it should be safeguarded. Physical 
custody of classified information must 
remain with an authorized Federal 
Government entity, in all but the most 
extraordinary circumstances as deter-
mined by the delegated official; 

(5) Provide appropriate briefings to 
the recipients on their responsibilities 
not to disclose the information and ob-
tain from the recipients a signed DHS 
Emergency Release of Classified Infor-
mation Non-disclosure Form. In emer-
gency situations requiring immediate 
verbal release of information, the 
signed nondisclosure agreement memo-
rializing the briefing may be received 
after the emergency abates; 

(6) Within 72 hours of the disclosure 
of classified information, or the ear-
liest opportunity that the emergency 
permits, but no later than 7 days after 
the release, the disclosing authority 
must notify the DHS Chief Security Of-
ficer and the originating agency of the 
information disclosed. A copy of the 
signed nondisclosure agreements 
should be forwarded with the notifica-
tion under this paragraph (b)(6), or as 
soon thereafter as practical. 

(7) Release of information pursuant 
to this authority does not constitute 
declassification of the information. 
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(8) Authority to disclose classified in-
formation may not be further dele-
gated.

§ 7.24 Duration of classification. 

(a) At the time of original classifica-
tion, original classification authorities 
shall apply a date or event in which the 
information will be automatically de-
classified.

(b) The original classification au-
thority shall attempt to establish a 
specific date or event not more than 10 
years after the date of origination in 
which the information will be auto-
matically declassified. If the original 
classification authority cannot deter-
mine an earlier specific date or event it 
shall be marked for automatic declas-
sification 10 years from the date of 
origination.

(c) If the original classification au-
thority determines that the sensitivity 
of the information requires classifica-
tion beyond 10 years, it may be marked 
for automatic declassification for up to 
25 years from the date of original clas-
sification decision. 

(d) Original classification authorities 
do not have the authority to classify or 
retain the classification of information 
beyond 25 years from the date of origi-
nation. The only exception to this rule 
is when disclosure of the information 
could be expected to reveal the iden-
tity of a confidential human source or 
human intelligence source. In this in-
stance, the information may be marked 
for declassification as ‘‘25X1–Human,’’ 
indicating that the information is ex-
empt from the ‘‘25 Year Rule’’ for auto-
matic declassification. This marking is 
not authorized for use when the infor-
mation pertains to non-human intel-
ligence sources or intelligence meth-
ods. In all other instances, classifica-
tion beyond 25 years shall only be au-
thorized in accordance with § 7.28 of 
this part and Executive Order 12958, as 
amended.

§ 7.25 Identification and markings. 

(a) Classified information must be 
marked pursuant to the standards set 
forth in section 1.6 of Executive Order 
12958, as amended; 32 CFR part 2001, 
subpart B; and internal DHS guidance 
provided by the Chief Security Officer. 

(b) Foreign government information 
shall retain its original classification 
markings or be assigned a U.S. classi-
fication that provides a degree of pro-
tection at least equivalent to that re-
quired by the entity that furnished the 
information.

(c) Information assigned a level of 
classification under predecessor Execu-
tive Orders shall remain classified at 
that level of classification, except as 
otherwise provided herein, i.e., the in-
formation is reclassified or declas-
sified.

§ 7.26 Derivative classification. 

(a) Derivative classification is de-
fined as the incorporating, para-
phrasing, restating, or generating in a 
new form information that is already 
classified, and marking the newly de-
veloped material consistent with the 
classification markings that apply to 
the source information. Information is 
also derivatively classified when classi-
fication is based on instructions pro-
vided in a security classification guide. 

(b) Persons need not possess original 
classification authority to derivatively 
classify information based on source 
documents or classification guides. 

(c) Persons who apply derivative clas-
sification markings shall observe origi-
nal classification decisions and carry 
forward to any newly created docu-
ments the pertinent classification 
markings.

(d) Information classified deriva-
tively from other classified informa-
tion shall be classified and marked in 
accordance with the standards set 
forth in sections 2.1 and 2.2 of Execu-
tive Order 12958, as amended, 32 CFR 
2001.22, and internal DHS guidance pro-
vided by the Chief Security Officer. 

§ 7.27 Declassification and down-
grading.

(a) Classified information shall be de-
classified as soon as it no longer meets 
the standards for classification. Declas-
sification and downgrading is governed 
by Part 3 of Executive Order 12958, as 
amended, implementing ISOO direc-
tives at 32 CFR part 2001, subpart C, 
and applicable internal DHS direction 
provided by the Chief Security Officer. 
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(b) Information shall be declassified 
or downgraded by the official who au-
thorized the original classification if 
that official is still serving in the same 
position, the originator’s successor, or 
a supervisory official of either, or by 
officials delegated such authority in 
writing by the Secretary of Homeland 
Security or the Chief Security Officer. 

(c) It is presumed that information 
that continues to meet the classifica-
tion requirements under Executive 
Order 12958, as amended, requires con-
tinued protection. In some exceptional 
cases during declassification reviews, 
the need to protect classified informa-
tion may be outweighed by the public 
interest in disclosure of the informa-
tion, and in these cases the informa-
tion should be declassified. If it ap-
pears that the public interest in disclo-
sure of the information may outweigh 
the need to protect the information, 
the declassification reviewing official 
shall refer the information with a rec-
ommendation for decision to the Chief 
Security Officer. The Chief Security 
Officer shall review the information 
and make a recommendation to the 
Secretary on whether the public inter-
est in disclosure outweighs the damage 
to national security that might reason-
ably be expected from disclosure. The 
Secretary shall decide whether to de-
classify the information. The decision 
of the Secretary shall be final. This 
provision does not amplify or modify 
the substantive criteria or procedures 
for classification or create any sub-
stantive or procedural rights subject to 
judicial review. 

(d) Each component shall develop 
schedules for declassification of 
records in the National Archives. 

§ 7.28 Automatic declassification. 
(a) Subject to paragraph (b) of this 

section, all classified information con-
tained in records that are more than 25 
years old that have been determined to 
have permanent historical value shall 
be declassified automatically on De-
cember 31, 2006. Subsequently, all clas-
sified information in such records shall 
be automatically declassified not later 
than 25 years after the date of its origi-
nal classification with the exception of 
specific information exempt from auto-
matic declassification pursuant to sec-

tion 3.3 (b) through (d) of Executive 
Order 12958, as amended. 

(b) At least 180 days before informa-
tion is declassified automatically 
under this section, the Chief Security 
Officer shall notify the ISOO of any 
specific information that DHS proposes 
to exempt from automatic declassifica-
tion. The notification shall include: 

(1) A description of the information; 
(2) An explanation of why the infor-

mation is exempt from automatic de-
classification and must remain classi-
fied for a longer period of time; and 

(3) A specific date or event for declas-
sification of the information whenever 
the information exempted does not 
identify a confidential human source or 
human intelligence source. 

(c) Proposed exemptions under this 
section shall be forwarded to the Chief 
Security Officer. When the Chief Secu-
rity Officer determines the exemption 
request is consistent with this section, 
he or she will submit the exemption re-
quest to the Executive Secretary of the 
Interagency Security Classification 
Appeals Panel (ISCAP) for approval. 

(d) Declassification guides that nar-
rowly and precisely define exempted 
information may be used to exempt in-
formation from automatic declassifica-
tion. Declassification guides must in-
clude the exemption notification infor-
mation detailed in paragraph (b) of this 
section, and be approved pursuant to 
paragraph (c) of this section. 

§ 7.29 Documents of permanent histor-
ical value. 

The original classification authority, 
to the greatest extent possible, shall 
declassify classified information con-
tained in records determined to have 
permanent historical value under 44 
U.S.C. 2107 before they are accessioned 
into the National Archives. 

§ 7.30 Classification challenges. 
(a) Authorized holders of information 

classified by DHS who, in good faith, 
believe that specific information is im-
properly or unnecessarily classified are 
encouraged and expected to challenge 
the classification status of that infor-
mation pursuant to section 1.8 of Exec-
utive Order 12958, as amended. Author-
ized holders may submit classification 
challenges in writing to the original 
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classification authority with jurisdic-
tion over the information in question. 
If an original classification authority 
cannot be determined, the challenge 
shall be submitted to the Chief Secu-
rity Officer. The challenge need not be 
more specific than a question as to why 
the information is or is not classified, 
or is classified at a certain level. 

(b) If anonymity of the challenger is 
requested, the challenger may submit 
the challenge to the Office of Security. 
The Office of Security will act as an 
agent for the challenger and the iden-
tity of the challenger will be redacted. 

(c) The original classification author-
ity shall promptly, and in no case later 
than 60 days, provide a written re-
sponse to the submitter. The original 
classification authority may classify or 
declassify the information subject to 
the challenge and, if applicable, state 
specific reasons why the original clas-
sification determination was proper. If 
the original classification authority is 
not able to respond within 60 days, he 
or she shall inform the individual who 
filed the challenge in writing of that 
fact, and the anticipated determination 
date.

(d) The individual challenging the 
classification will be notified of the de-
termination made by the original clas-
sification authority and that the indi-
vidual may appeal this determination 
to the Chief Security Officer. Upon re-
ceipt of such appeals, the Chief Secu-
rity Officer shall convene a DHS Clas-
sification Appeals Panel (DHS/CAP). 
The DHS/CAP shall, at a minimum, 
consist of representatives from the Of-
fice of Security, the Office of General 
Counsel, and a representative from the 
component having jurisdiction over the 
information. Additional members may 
be added as determined by the DHS 
Chief Security Officer. The DHS/CAP 
shall be chaired by the Chief Security 
Officer.

(e) If the requester files an appeal 
through the DHS/CAP, and the appeal 
is denied, the requester shall be noti-
fied of the right to appeal the denial to 
the Interagency Security Classification 
Appeals Panel (ISCAP) pursuant to sec-
tion 5.3 of Executive Order 12958, as 
amended, and the rules issued by the 
ISCAP pursuant to section 5.3 of Exec-
utive Order 12958, as amended. 

(f) Any individual who challenges a 
classification and believes that any ac-
tion has been taken against him or her 
in retaliation or retribution because of 
that challenge shall report the facts to 
the Office of the Inspector General or 
other appropriate office. 

(g) Nothing in this section shall pro-
hibit a person from informally chal-
lenging the classified status of infor-
mation directly to the original classi-
fication authority. 

(h) Requests for review of classified 
material for declassification by persons 
other than authorized holders are gov-
erned by 6 CFR 7.31. 

§ 7.31 Mandatory review for declas-
sification requests. 

(a) Any person may request that clas-
sified information be reviewed for de-
classification pursuant to the manda-
tory declassification review provisions 
of section 3.6 of Executive Order 12958, 
as amended. Such requests shall be 
sent to the Departmental Disclosure 
Officer, Privacy Office, 245 Murray 
Lane, SW., Building 410, Washington, 
DC 20528. 

(b) The request must sufficiently de-
scribe the document or material with 
enough specificity to allow it to be lo-
cated by the component with a reason-
able amount of effort. When the de-
scription of the information in the re-
quest is deficient, the component shall 
solicit as much additional identifying 
information as possible from the re-
quester. If the information or material 
requested cannot be obtained with a 
reasonable amount of effort, the com-
ponent shall provide the requester, 
through the DHS Disclosure Officer, 
with written notification of the rea-
sons why no action will be taken and of 
the requester’s right to appeal. 

(c) Requests for review of informa-
tion that has been subjected to a de-
classification review request within 
the preceding two years shall not be 
processed. The DHS Disclosure Officer 
will notify the requester of such denial. 

(d) Requests for information exempt-
ed from search or review under sections 
701, 702, or 703 of the National Security 
Act of 1947, as added and amended (50 
U.S.C. 431 through 433), or other provi-
sions of law, shall not be processed. 
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The DHS Disclosure Officer will notify 
the requester of such denial. 

(e) If documents or material being re-
viewed for declassification under this 
section contain information that has 
been originally classified by another 
government agency, the reviewing au-
thority shall notify the DHS Disclosure 
Officer. Unless the association of that 
organization with the requested infor-
mation is itself classified, the DHS Dis-
closure Officer will then notify the re-
quester of the referral. 

(f) A DHS component may refuse to 
confirm or deny the existence, or non- 
existence, of requested information 
when its existence or non-existence, is 
properly classified. 

(g) DHS components shall make a 
final determination on the request as 
soon as practicable but within one year 
from receipt. When information cannot 
be declassified in its entirety, compo-
nents shall make reasonable efforts to 
redact those portions that still meet 
the standards for classification and re-
lease those declassified portions of the 
requested information that constitute 
a coherent segment. 

(h) DHS components shall notify the 
DHS Disclosure Officer of the deter-
mination made in the processing of a 
mandatory review request. Such notifi-
cation shall include the number of 
pages declassified in full; the number 
of pages declassified in part; and the 
number of pages where declassification 
was denied. 

(i) The DHS Disclosure Officer shall 
maintain a record of all mandatory re-
view actions for reporting in accord-
ance with applicable Federal require-
ments.

(j) The mandatory declassification 
review system shall provide for admin-
istrative appeal in cases where the re-
view results in the information remain-
ing classified. The requester shall be 
notified of the results of the review and 
of the right to appeal the denial of de-
classification. To address such appeals, 
the DHS Disclosure Office shall con-
vene a DHS Classification Appeals 
Panel (DHS/CAP). The DHS/CAP shall, 
at a minimum, consist of representa-
tives from the Disclosure Office, the 
Office of Security, the Office of General 
Counsel, and a representative from the 
component having jurisdiction over the 

information. Additional members may 
be added as determined by the DHS 
Disclosure Officer. The DHS/CAP shall 
be chaired by the DHS Disclosure Offi-
cer.

(k) If the requester files an appeal 
through the DHS/CAP, and the appeal 
is denied, the requester shall be noti-
fied of the right to appeal the denial to 
the ISCAP pursuant to section 5.3 of 
Executive Order 12958, as amended, and 
the rules issued by the ISCAP pursuant 
to section 5.3 of Executive Order 12958, 
as amended. 

PART 9—RESTRICTIONS UPON 
LOBBYING

Subpart A—General 

Sec.
9.1 Conditions on use of funds. 
9.2 Definitions. 
9.3 Certification and disclosure. 

Subpart B—Activities by Own Employees 

9.11 Agency and legislative liaison. 
9.15 Professional and technical services. 
9.20 Reporting. 

Subpart C—Activities by Other than Own 
Employees

9.23 Professional and technical services. 

Subpart D—Penalties and Enforcement 

9.31 Penalties. 
9.32 Penalty procedures. 
9.33 Enforcement. 

Subpart E—Exemptions 

9.41 Secretary of Defense. 

Subpart F—Agency Reports 

9.51 Semi-annual compilation. 
9.52 Inspector General report. 

APPENDIX A TO PART 9—CERTIFICATION RE-
GARDING LOBBYING

APPENDIX B TO PART 9—DISCLOSURE FORM TO

REPORT LOBBYING

AUTHORITY: Sec. 319, Pub. L. 101–121, 103 
Stat. 750 (31 U.S.C. 1352); Pub. L. 107–296, 116 
Stat. 2135 (6 U.S.C. 1 et seq.); 5 U.S.C. 301. 

SOURCE: 68 FR 10912, Mar. 6, 2003, unless 
otherwise noted. 
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